
! Loss of company conÞdential 
data and intellectual property

! Loss of employee 
productivity

! Loss of network bandwidth

Hit Spyware.  Hard.  
Your Weapon: CounterSpy Enterprise.

 Spyware can be a nuisance, or something 

much worse: a thief in your organization.  

Spyware agents steal usernames and passwords, 

compromising network security and exposing your 

critical data to prying eyes.  AuthentiumÕs ESP 

platform protects your entire enterprise with easy 

to configure, easy to manage, and powerful anti-

spyware; keep your data and employees secure.

Extensible Service Platform Module

CounterSpy Anti-Spyware

 Spyware continues to be a never-ending 

headache for IT. It is an insidious, devastating 

nuisance for todayÕs enterprises, often causing 

machine slowdowns, crashes, and data privacy 

concerns. Moreover, spyware can cripple an 

organizationÕs critical web-based applications, 

causing lost productivity and ultimately lost 

business. While antivirus companies have tried to 

address the spyware problem, their results are 

disappointing. Neither their core code, nor the 

signature files they use are tuned for spyware 

removal. 

 

 

 

 Eliminating spyware requires the more 

sophisticated code and highly specialized scanning 

mechanisms that you get from CounterSpy 

Enterprise. Designed to make it painless for IT 

managers to rid their company of spyware and 

adware, CounterSpy Enterprise combines a next-

generation system management architecture with a 

powerful spyware scanning and remediation 

engine. 
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The one place to procure, deploy and manage 
your end-point enterprise software.

First in ÒtrueÓ enterprise 
anti-spyware management. 
Designed Òby admins for adminsÓ, CounterSpy Enterprise 
has been built from the ground up for real-world 
enterprise spyware remediation.  CounterSpy Enterprise 
provides a centrally managed means to fight spyware 
with real-time protection that detects and removes a 
broad range of adware, keyloggers and other malware 
from your corporate network. 
 

Real-time protection. 
CounterSpy Enterprise includes real-time spyware 
protection  on the desktop. The Active Protection 
Monitors deliver real-time protection to workstations to 
reduce the chance of spyware infection Ð proactively 
stopping system changes such as home page hijacks, 
Active X installations, and browser helper objects 
(BHOs). With kernel level filter drivers, CounterSpy 
Enterprise delivers protection at or below the same level 
that adware or spyware may use to hide itself. 

Policy-based management. 
CounterSpy Enterprise has sophisticated policy creation 
and management functionality that gives you the 
flexibility to control scheduling of both quick scans and 
deep scans, set scan options (including scanning of 
known locations, whether to scan cookies, and whether 
to scan running processes), and allow specific threats 
from the database. 

Powerful, comprehensive 
spyware scanning. 
CounterSpy Enterprise utilizes a high speed threat 
scanning engine that can scan large volumes of 
information for spyware threats in a short period of time 
with limited performance impact on the end user's PC. 
The agent scanning engine automatically scans your 
usersÕ systems for spyware threats.

Best spyware database in 
the industry. 
CounterSpy Enterprise benefits from multiple sources for 
its spyware definition updates, making it the premier 
anti-spyware solution to protect your end-users and 
networks from spyware. Updated frequently, the spyware 
definition database includes a rapidly growing library of 
thousands of threat signatures. These multiple sources 
for the new spyware definitions include: 
Sunbelt Spyware Research Team 
SunbeltÕs Spyware Research Team actively researches new 
spyware outbreaks, creating and testing new spyware 
definitions on a constant basis. 
ThreatNetª 
ThreatNet is SunbeltÕs user community of hundreds of 
thousands of CounterSpy users that opt-in to anonymously 
send new information about possible spyware to our Spyware 
Research Center. 

Reporting. 
Leveraging Crystal Reports, CounterSpy Enterprise in-
cludes a variety of predefined reports with the ability to 
create custom reports that can be exported to multiple-
formats such as .pdf, .doc, .html, and more. Reports in-
clude: 
 
¥ Executive Summary 
¥ Infected Machines Detail 
¥ Infected Machines Summary 
¥ Machine History 
¥ Threats Found Detail 
¥ Threats Found Summary 
¥ Top 25 Infected Machines 
 ...and more

¥  CPU: Intel Pentium 200 or higher 
¥  RAM: 96MB or more 
¥  Operating Systems: Windows NT4,  

 2000 and XP platforms.
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